MHOOPMALMOHHAA NAMATKA O/19 YYALLUXCA

C KaxAablM rogomMm MOJIOAEKM B MHTEPHETE CTAHOBUTLCA HONbLUE, A LWKONbHUKM OAHWN U3
CaMbIX aKTUBHbIX Monb3oBaTenen PyHeTa. Mexay Tem, NOMMMO OFPOMHOFO Ko/M4yecTsa
BO3MOXHOCTEN, UHTEPHET HeceT U Npobaembl. ITa NaMATKa A0MXKHA NOMOYb Tebe 6e3sonacHo
HaxoAUTbCA B CETU.

KomnbloTepHble BUPYChI

KomnblOTEpHbIM BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MNPOrpamm, OTANYUTENBHOM
0COOEHHOCTbIO KOTOPOM ABAAETCA CNOCOOHOCTb K Pa3sMHOXKeHMto. B gonosnHeHue K sTomy,
BMPYCbl MOFYyT MOBPEAUTb WAM  MOJHOCTbIO YHUYTOXKUTb BCe ¢alnbl M OaHHbIE,
NOAKOHTPO/IbHbIE MO/Ib30BaTENO, OT MMEHM KOToporo O6blna 3anyweHa 3apa*keHHas
nporpamma, a TaKXKe NoBpeauTb UAU AaXKe YHUUTOXUTb ONepaLMOHHYI0 CUCTEMY CO BCEMMU
darinamm B uenom. B 6onbLIMHCTBE CyYaeB PacnpPOCTPAHAIOTCA BUPYCbl YEPE3 MHTEPHET.

MeTopabl 3aWMUTbl OT BPEA,0HOCHbIX NPOrpamm:

1. Mcnonb3yi cCOBpPEMEHHblE OMepauMOHHbIE CUCTEMbI, MMEIOLLME CEPbE3HbIN YPOBEHb
3aLlLNTbl OT BPEAOHOCHbIX MPOrpamm;

2. MocToAHHO YycTaHaBAMBaM MaytM (undpoBble 3anNNaTKM, KOTOPble ABTOMATUYECKM
YCTaHaBAMBAlOTCA C UeNblo [0paboTKM nporpammbl) M ApyrMe OOHOBNEHMA CBOeW
onepaunoHHOM cuctembl. CKaumBam UX TONbKO ¢ opuLmManbHoOro canta paspabotumka OC. Ecam
CYLLECTBYET PeXXMM aBTOMATUUYECKOrO OOHOB/IEHWNSA, BK/KOUU €rO;

3. PaboTtai Ha cBoOeM KOMMbIOTEPE MOA NpaBamMu Monb30BaTess, @ He agMUHUCTpATOpa.
3T0 He no3BOAUT OONbLWMHCTBY BPEAOHOCHbIX MPOrPamm MHCTANIMPOBATbLCA Ha TBOEM
NepcoHasibHOM KOMMbIOTEPE;

4. Ncnonb3ym aHTUBUPYCHbIE MPOrpaMMHble MPOAYKTbl M3BECTHbIX MPOU3BOAMUTENEN, C
aBTOMaTU4YecKknm obHoBneHMem 6a3;

5. OrpaHuyb GpM3MYecKMii 4OCTYN K KOMNbIOTEPY A5 NOCTOPOHHUX NINL,

6. cnonb3yn BHELWHME HOCUTENN MHPOPMALMKM, TakKMe KaKk daewwka, guck mam ¢damn u3
MHTEPHETA, TONIbKO U3 MPOBEPEHHbIX MUCTOYHMKOB;

7. He oTKpbIBal KomnbloTEPHbIE Panabl, NONYYEHHbIE U3 HEHAAEXKHbIX MUCTOYHMKOB. [aKe
Te ¢alinbl, KOTOpPblIe NPUCNAN TBON 3HAKOMbIN. Jlyylle YyTOYHM Yy HEro, oTnNpaBAsan nv oH Tebe
nx.

Cetn WI-FI

Wi-Fi - 3To He BMA nepenaym gaHHbIX, HE TEXHONOMMA, a BCcero Auwb bpeHa, mapka. Ewe B
1991 roay HuAaepnaHAckas KomnaHuA 3apernctpuposana b6pena "WECA", yto obo3Havyano
cnoBocoyeTaHue "Wireless Fidelity", koTopbIn nepeBoguTca Kak "b6ecnpoBoaHas TOYHOCTL".
[lo Hawero BpemeHu gowna gpyraa abbpesunatypa, KOTopasa ABAAETCA TAKOM Ke TEXHONOTNEN.
310 abbpesunatypa "Wi-Fi". Takoe Ha3BaHuMe OblI0O AAHO C HAMEKOM Ha CTaHAAPT BbICLUEN
3BYKOBOW TexHMKM Hi-Fi, 4To B nepeBoae o3Ha4yaeT "BblCOKAA TOYHOCTbL'.

[a, 6ecnnaTHbIM MHTEPHET-4OCTYN B Kade, OTeNAX M a3ponopTax ABAAETCA OTJAUYHOM
BO3MOHOCTbIO BbIXOZa B MHTEPHET. HoO MHOrne akcnepTbl cYMTAOT, YTO 06LenocTynHble Wi-
Fi cetn He aBnAloTCcA 6e30nacHbIMM.



CoBeTbl No 6e3onacHocTu paboTbl B 06wegoctynHbix cetax Wi-fi:

1. He nepepasan cBO nnYHY0 MHPOpMaLuto Yepes obueaoctynHble Wi-Fi cetn. PaboTasn
B HUX, Xe/laTeNbHO He BBOAMTb NApPOaU AOCTyNa, NOMMHbI U KaKne-To HoMepa;

2. Ncnonb3yn n obHOBAAN aHTMBMPYCHble Nporpammbl M BpaHamayep. Tem cambiM Tbl
obe3onacuib cebs OT 3aKa4KM BUPYCa Ha TBOE YCTPOMCTBO;

3. Npn wucnonbzoBaHum Wi-Fi oTkaoum PyHKumo "Ob6wmi goctyn K dannam w
npuHTepam". [aHHaA GYyHKUMA 3aKpbiTa NO YMOAYAHWUIO, O4HAKO HEKOTOpble NO/ib30BaTeNU
aKTUBUPYIOT ee ana yaobcrea ncnonb3oBaHmsa B paboTe nnm yyebe;

4. He ucnonb3yn nybanyneit WI-FI gna nepegaym AnMYHbIX AaHHbIX, HANpPUMep 419 BbIX04a
B COLMAbHbIE CETU MU B SIEKTPOHHYIO MOYTY;

5. Ucnonb3yi ToNbKo 3almuieHHoe coeauHeHue yepes HTTPS, a He HTTP, T.e. npu Habope
Beb-aapeca BBOAN MMeHHO "https://";

6. B mobunbHom TenedoHe oTkaoun pyHkumio "MoakntoueHne K Wi-Fi aBtomaTnyeckun'.
He ponyckaih aBToMmaTUYECKOro noakato4eHms yctpoiictea K cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetn

CoumanbHble CETU aKTUBHO BXOAAT B HAlUy KW3Hb, MHOTME Noaun paboTaloT M KUBYT Tam
NocTosiHHO, a B Facebook y)ke 3apernctpmpoBaH munnmapg 4YenoBeK, YTO ABAAETCA OAHOWM
ceabMON BCeEX XuTenen nnaHeTbl. MHOrMe Nonb3oBaTeNM He MOHMMAKT, YTo MHPOpPMaLUS,
pa3MeLLeHHanA MMM B COLMANbHbBIX CETAX, MOMKET ObiTb HaAEeHa M UCMO/Ib30BaHa KEM YroAaHo,
B TOM UYnc/e He 06A3aTesIbHO ¢ 61arMmmM HamepeHUaIMMU.

OcHOBHble coBeTbl N0 6@30MacHOCTM B COLMANbHDbIX CEeTAX:

1. OrpaHuyb cnUcok apysen. Y Teba B Apy3bax He A0/IKHO ObITb CYYaMHbIX U HE3HAKOMBbIX
noaen;

2. 3awmuan cBOK YacCTHYHO *U3Hb. He yKasbiBa naponu, TenedoHbl, agpeca, A4aTy TBOEro
POXAEHMA U APYIYHO INYHYIO MHPOPMALMIO. 3N10YMbIWNEHHUKA MOTYT UCNO/b30BaTb AaXKe
MHGOPMALMIO O TOM, KaK Tbl U TBOM POAUTENM NAAHMPYETE NPOBECTU KaHUKY/bI;

3. 3awmuan ceoto penyTaumio - epPXKM ee B YACTOTe M 3a4aBal cebe Bonpoc: xoten bbl Tbl,
ytobbl Apyrve nNonb3oBaTeNn BUAENU, YTO Tbl 3arpyraewb? MNogymai, npexge 4em 4to-TO
ony6/1MKoBaTb, HANUCaTb U 3arpy3unTb;

4. Ecnv Tbl roBOPULLb C IIOABMM, KOTOPbIX HE 3Haelb, HE UCMONb3Y CBOE peasibHOoe MMA U
APYrYto NNYHYIO0 MHPOPMALMU: MMA, MECTO KUTeNbCTBA, MECTO y4ebbl 1 Npoyee;

5. U3berain pasmelweHna dotorpaduin B IHTEepHETE, rae Tbl M306parkeH Ha MeCTHOCTH, NO
KOTOPOW MOXHO onpeaeinTb TBOE MECTOMO/IOXKEHUE;

6. Mpn peructpauum B coumanbHOM ceTm HeobXxoAMMO MCNONb30BaTb CNOKHbIE MAPOW,
cocroAalme ns byks n unudp 1 ¢ KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumanbHOW CeTU, MoYTbl U APYrUX CaMTOB HEOOXOAMMO MCMO/1b30BaTb PasHble
naponu. Toraa ecnu 1ebs B3/1OMatoT, TO 310YMbILWNEHHUKU NOAYyYaT AOCTYN TO/IbKO K OAHOMY
MecTy, a He BO BCe Cpasy.

INEeKTPOHHbIe AeHbIn
JNEeKTPOHHble AEHbIM - 3TO O4YeHb YAO0OHbIM cnocob nnaterken, OAHAKO CyLLECTBYIOT
MOLLEHHMKMN, KOTOPbIE XOTAT NONYYUTb 3TU AEHbI.



INEKTPOHHbIE [AEHbIM MOABWU/IUCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOTUX
rocyapcrBax 4o CUX NOpP He NPONMCAHO NPO HUX B 3aKOHaXx.

B Poccum e oHM GYHKUMOHUPYIOT U O HUX Y¥Ke MPOMMUCAHO B 3aKOHE, rae UX pasfaensatoT Ha
HECKO/IbKO BUA0B - aHOHUMHbIE U HE aHOHMMHbIE. Pa3HMLA B TOM, YTO aHOHUMHbIE - 3TO TE, B
KOTOPbIX paspellaeTcs NpoBOAUTb onepauuuM 6e3 uAeHTUPUKauuu nonb3oBaTensd, a B
HEeaHOHUMHbIX AEHTUPUKALMA NONb30BaATENA ABNAETCA 0653aTE/IbHO.

Takke cneayetr pasnnyatb 3NEKTPOHHble uaTHble AeHbrn (paBHbl FOCYAAPCTBEHHbIM
Ba/NItOTAaM) U 3/IEKTPOHHblE HedUuaTHble AeHbI (He paBHbl rOCyAapCTBEHHbIM Ba/IlOTaM).

OcHOBHble coBeTbl N0 6e30nacHo paboTe C aNeKTPOHHbIMU AeHbraMu:

1. MpuBaxKM K cyeTy mMobUAbHbIN TenedoH. ITO cambih yao0bOHbIA U BbiCTpbI cnocob
BOCCTaHOBWUTb A[0CTyn K cyeTy. [puBA3aHHbIA TenepoH NOMOXKeT, ecnn 3abypewb cBOWM
nAaTeXHbIN Napob MU 3aNAeLlb Ha CAUT C HE3HAKOMOTO YCTPOMCTBa;

2. Vcnonb3yh ogHopa3osble napoau. MNocne nepexosa Ha YCUNEHHYIO aBTOpM3aLmio Tebe
y)Ke He byaeT yrpoxaTb ONacHOCTb KPaXku UM nepexsaTa NAaTeXKHOro napons;

3. Bbibepu cnoxHbI naponb. MpecTtynHMKam 6yaeT He NPOCTO yragaTb CAOXKHbIA NAPOb.
HapeHble napoan - 3To Napoaun, KOTOpble CoAepKaT He MmeHee 8 3HAKOB M BK/IOYAKOT B ceba
CTPOYHbIE M NPONUCHble OYKBbI, LUPPbI M HECKONIbKO CMMBOJIOB, TaKME KaK 3HaK [011apa,
dyHTa, BOCKIMNLATENbHbIN 3HAK U T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM /IMYHbIE AaHHbIE HA CalTaxX, KOTOPbIM He A0BepsieLlb.

dNeKTPOHHAaA noyTta

JNeKTpPOHHaA Mo4yTa - 3TO TEeXHOJIOTMA M NpPenoCTaBAfEMble el YCAyrn Mo nepecbliike U
NOJIYYEHUIO INEKTPOHHbIX COOOLLEHMI, KOTOpble pacnpenenstoTcd B KOMMNbIOTEPHOM CeTu.
O6blY4HO  3/IEKTPOHHDIN MOYTOBbIN  AWMK  BbIMAAUT  cnegylowum  obpasom:
MMA_NONb30BaTENA@UMA_AOMEHA. TaKXe Kpome nepefayn npocToro TeKCTa, MmeeTcA
BO3MOXHOCTb NepeaaBaTb ¢aiibl.

OcHoBHbIe coBeTbl N0 6e3onacHoM paboTe C 31eKTPOHHOM NOYTOIA:

1. Hapo BbIbpaTb MpPaBU/IbHbIA NOYTOBbLIA CEPBUC. B MHTEpHETE eCTb OrPOMHbIN BblGOp
H6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Ny4lle A0BEpPATb TEM, KOFrO 3HAELLb M KTO NepBbIi B
PEeNTUHrE;

2. He yKasbiBalh B /IMYHOW MoYTe AUYHYO MHPopmaumto. Hanpumep, nydwe BblbpaTb
"My3blKanbHbIM_¢daHaT@" unm "pok2013" Bmecto "temal3";

3. Ncnonb3yn ABYX3TanHyH aBTOPM3auUMIO. ITO KOrga NOMMMO MNApoaA HYXHO BBOAMUTH
KoA, npucblniaembin no SMS;

4. Bbibepn CNOXHbIM Naponb. NS KaxXAoro no4YToBOro AWMKa [AOJIKEeH ObiTb CBOM
HaZEXHbIN, YCTOMYNBDBIN K B3/IOMY MApPO/b;

5. EchM ecTb BO3MOXHOCTb HanMcaTb CaMOMY CBOM /IMYHbIM BOMPOC, WMCMOMb3YyM 3Ty
BO3MOXHOCTb;

6. cnonb3ym HECKONbKO MNOYTOBbIX AWMKOB. [lepBblt ANA 4YaCTHOM NEpPennckn ¢
agpecatamum, KOTOPbIM Tbl AOBepAellb. ITO 3/IEKTPOHHbIA agpec He Hag0 MCNO/b30BaTb NpwU
perncrpaunm Ha Gopymax n cantax;

7. He oTKpbiBal ¢aiinbl U Apyrne BAOMKEHUSA B NUCbMaX, AaXKe eCIM OHU NPULLAN OT TBOUX
Apy3en. Jlyyuie yTo4YHM Yy HUX, OTAPABASAAN N1 OHU Tebe 3Tn painbl;



8. Mocne oKOH4YaHMA paboTbl Ha NOYTOBOM CepBUCe Nnepes 3aKpPbITUEM BKIAAKM C CAaUTOM
He 3abyab HaXaTb Ha "BbinTun".

KnbepbynnmHr unu BuptyanbHoe usaeBatesibCTBO

KnbepbynnuHr - npecnegoBaHne COOOLWEHUAMMU, COAEPMKALLMMKU OCKOpOAEeHUA, arpeccuio,
3anyrmBaHue; XyJIMraHCTBO; CoLMaibHoe BOMKOTMPOBAHME C MOMOLLbIO PA3/IMYHbBIX MHTEPHET-
CepBM1COB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepbynnmHrom:

1. He 6pocatica B 60oi. Jlyywmnii cnocob: nocoBeToBaThCA Kak cebs BECTU U, eCIN HET TOTro,
K KOMY MOXHO 06paTutbCca, TO BHayane ycnokouTtbcA. Ecam Tbl HayHewb oOTBeYaTb
OCKOpPHNEHMAMM Ha OCKOPOBAEHMA, TO TONIbKO eLle 6obLue Pa3oXKKellb KOHPANKT;

2. Ynpasnsau ceoel Kubeppenytauunei;

3. AHOHMMHOCTb B CeTM MHMMaA. CylecTBYOT C€nocobbl BbIACHWUTb, KTO CTOWUT 3a
QHOHMMHbIM aKKayHTOM;

4. He cTtouT BecCTM Xy/AuUraHckuii obpas BUPTyasbHOM KU3HU. UHTepHeT puKcmupyet Bce
TBOM AENCTBUA U COXPAHAET UX. YAaNnTb UX OyAeT KpanHe 3aTPpyAHUTENbHO;

5. Cobntoga cBOK BUPTYaNbHYO YECTb CMOIOAY;

6. UrHopupyn eanHun4yHblM Heratmse. OgHOpa30oBble OCKOpOUTENbHbIE COODLEHMA Ny4dlie
nrHopuposaTb. OB6bIYHO arpeccmna NpeKkpaLLaeTca Ha Ha4yalbHOM CTaAnK;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMWU COOBLLEHMAMMK, B COLMANBHbIX
CeTAX eCTb BO3MOXKHOCTb 6/IOKMPOBKM OTNPaBKM COOBLLLEHNI C OnpeseNieHHbIX afpecos;

8. Echrm Tl cBupgetenb KubepbynnumHra. TBOM  OEWCTBUA:  BbICTYMUTb  NPOTUB
npecnenoBaTens, NokasaTb emy, YTO ero AeWCTBMA OLUEHMBAKOTCA HEraTMBHO, NOALEPXKATb
KEepTBY, KOTOPOM HY)KHA MCMXO/NIOTMYECKaAsAs MOMOLb, COOOWNTL B3poC/abiM O daKTe
arpeccuMBHOro NoBeAEeHUA B CETU.

Mo6bunbHbi TenedpoH

CoBpeMeHHble CtMapTHOHbI M NAAHLWETbI coAgepKaT B cebe BNOIHE B3pOCabIn GYHKUMOHAN, U
Tenepb OHM MOIYT KOHKYPMPOBaTb CO CTaUMOHAPHbIMM KomnbioTepamu. OgHaKo, cpeacts
3alWMTbl ANS NOAODOHbIX YCTPOMCTB NOKA 0O4eHb Mano. TeCTUPOBAHUE U NMOUCK YA3SBUMOCTEN B
HUX NPOUCXOAUT He TaK MHTEHCMBHO, KaK ana [K, To e camoe Kacaetcs U MOOBMAbHbIX
NPUNOXKEHUN.

CoBpemeHHble MObUNbHble bpay3epbl YyXKe NPAKTUYECKM [AO0rHAAM HACTO/IbHble aHasorw,
OAHAKO pacwmpeHne ¢yHKUMOHANa Bne4veT 3a cobor 6ONbLYI CNOKHOCTD U MEHbLUYHO
3aMLLEHHOCTD.

[laneko He BCe NpPoOM3BOAMUTENN BbIMYCKAlOT OOHOBNAEHMA, 3aKpblBalOWMe KpUTUYECKME
YA3BMMOCTM A5 CBOUX YCTPOICTB.

OcHoBHble coBeTbl ana 6e3onacHoCcTM mobunbHoro tenedoHa:

1. Huyero He ABnAeTcA no-HacTosAwemy HbecnnaTHbIM. byab ocTopoXkeH, Begb Korga tebe
npeanaratot 6ecniaTHbIN KOHTEHT, B HEM MOTYT BbITb CKPbITbl KAKMe-TO NaTHbIe YCAYTK;

2. Oyman, npexae yem otnpaButb SMS, poTo mam Buaeo. Tbl TOYHO 3HaELWb, MAe OHWU
6yayT B KOHEYHOM utore?



3. Heobxoanmo 06HOBAATL ONEPALLMOHHYO CUCTEMY TBOEro CMapTPOHa;

4. Ucnonb3yi aHTUBUPYCHbIE NPOrpaMmmbl 418 MOBUIbHbBIX TeNedOoHOB;

5. He 3arpyali NpUNOKEHUA OT HEM3BECTHOIO MCTOYHMKA, BeAb OHU MOTYT COAEP)KATb
BPeAOHOCHOE NporpaMmHoe obecrneyeHue;

6. MNocne TOro Kak Tbl BblMAeWwb C CalTa, rae BBOAWUA NIMYHYIO MHPOPMALMIO, 3aMan B
HacTpoMKn Bpaysepa n yganu cookies;

7. MNepuoanyeckn NpoBepsan, Kakne NaaTHbIe YC/YrM akTUBMPOBaHbI Ha TBOEM HOMEPE;

8. [daBai cBol HOMep MobunbHOro TenedoHa TONbKO NOASAM, KOTOPbIX Thbl 3HAELWb U KOMY
AoBepseLlb;

9. Bluetooth gonkeH 6bITb BbIK/OYEH, KOFAa Tbl UM He No/b3yellbca. He 3abbiBat MHOTrAA
NpPoOBepPATb 3TO.

Online urpbl

CoBpeMeHHble  OHNIAMH-UTPbl - 3TO  KPACO4YHble, 3axBaTbiBalOWME  pPaA3BJIEYEHMS,
0b6begmMHAIOWME COTHU TbICAY YeNOBEK No BCceMy Mupy. Mrpoku mccnegytoT AaHHbIM UM MuUp,
obuwarTca Apyr ¢ 4PYrom, BbINOJHAIT 3a4aHWUA, CPAXKAKTCA C MOHCTPAMM M MOyYatoT OMbIT.
3a yo0BO/NIbCTBME OHM MAATAT: NOKYMNalT AMCK, ONa4yMBatoT abOHEMEHT nau npuobpetaroT
KaKuMe-To onuuu.

Bce 3K cpeactBa MAyT Ha NnoAanepKaHMe U pPa3BUTUE UIPbl, a TaKXKe Ha caMy 6e30nacHOCTb:
COBEpPLUEHCTBYHOTCA CUCTEMbI aBTOPU3aLMM, BbiMyCKAtOTCA HOBble NaTyM (UMdpoBbIe 3annaTku
ANA NPOrpamMm), 3aKpbIBAKOTCA YA3BMMOCTU CEPBEPOB.

B noaobHbIX Mrpax CTOUT ONacaTbCA He CTO/IbKO CBOMX COMEPHUKOB, CKOIbKO KParKm TBOEro
Napo/ia, Ha KOTOPOM OCHOBAHA CMCTEMA aBTOPM3aLLMKM BONIbLLUMHCTBA UTp.

OcHOBHble coBeTbl N0 6@30MacHOCTU TBOEro UFPOBOr0 aKKayHTa:

1. Ecnm gpyroi urpok Beget cebs naoxo unm cosgaet tebe HeNnpUATHOCTKU, 3ab6N0KUpPYH
ero B CMUCKe UrPOKOB;

2. Moxanynca agMMHUCTPATOPAM UTPbl HA NIOX0€e NOBeAEHME 3TOr0 UTPOKa, KenaTenbHO
NPUNOXKUTb KaKNe-TO A0Ka3aTeNbCTBa B BUAE CKPUHOB;

3. He yKa3biBan An4YHy0 MHGopmaumio B npodaiine urpsbl;

4. YBaxkal gpyrmx y4acTHUKOB MO UTPE;

5. He yctaHaBamBan HeopuumanbHble NAaT4M U MOAbI;

6. Ncnonb3yn CNoXHbIe U pa3Hble Naponu;

7. [a)ke BO Bpema MUrpbl He CTOUT OTKAOYATb aHTMBMpPYC. [OKa Tbl Mrpaewb, TBOM
KOMMblOTEP MOTYT 3apa3unTb.

PULWIKHT UK KpaXKa IMYHDBIX AaHHbIX

O6bIYHOM Kparkel AeHer N JOKYMEHTOB CEroAHA Y*Ke HUKOro He YAMBULLb, HO C Pa3BUTUEM
NHTEPHET-TEXHO/IOTUI  3/I0YMbILLIEHHUKN NEPEMECTU/INCb B WHTEPHET, U NPOAO/IKaloT
3aHUMaTbca "nrbumbim" genom.

Tak nosBunacb HOBAs Yrpo3a: WMHTEPHET-MOLEHHUYEeCTBA MAW OULWIKWHE, [N1aBHAs Uesb
KOTOPOro COCTOMT B MOJYYEHUU KOHPUAEHUMANbHBIX AAHHbIX NO/b30BaTENEN - IOTMHOB U
naponen. Ha aHraniickom asbike phishing untaetca kak ¢uwmnHr (ot fishing - pbibHaa nosns,
password - naposb).



OcHoBHble coBeTbl N0 60pbbe ¢ puMHrom:

1. Cnegm 3a cBOMM aKKayHTOM. Ecam Tbl nogo3peBaeLlb, YTO TBOS aHKeTa Obl/la B3/IOMaHa,
TO HeobxoaAuMo 3abNOKMpOBaTb ee U COObLWUTb agMUHUCTPATOPaM pecypca 06 3Tom Kak
MOXKHO CKOpee;

2. Ncnonb3yn 6e3onacHble Beb6-caTbl, B TOM 4YnUCAEe, NHTEPHET-MarasuHOB U MOMCKOBbIX
cucTem;

3. Wcnonb3yh CnoXHble U pasHble naponu. Takum obpasom, ecam Tebs B3nOMalT, TO
3/10YMbILUJIEHHUKM MOAYYaT A4OCTYN TONIbKO K 04HOMY TBOEMY NPOdUI0 B CETU, @ HE KO BCEM;

4. Ecnm 1ebs B3nomann, To HeobxoaAMMO nNpenynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobaBneHbl y Teba B Apy3bAx, O TOM, 4To Tebs B3/IOManu U, BOSMOMKHO, OT TBOEro UMEHMU
6yneT paccblnatbCA CNam M CCbIIKM Ha GULLIMHIOBbIE CalTbl;

5. YcraHoBM HageXHbIn naponb (PIN) Ha MobunbHbIN TenedpoH;

6. OTKAOYM coOXxpaHeHUe Napona B bpaysepe;

7. He oTKpbiBai pannbl U Apyrue BNOXKEHUA B NMUCbMAX, AAXKe €C/IN OHU NPULLAN OT TBOUX
Apy3ein. Jlydwe yToYHM y HUX, OTNPABAAAK N OHU Tebe 3Tn gannbi.

Uudposas penyrauumsa

Lndposasa penytauma - 3TO HeraTUBHAsA MAW NO3UTUBHAA MHPopmauma B ceTn o Tebe.
KomnpomeTtumpytowana MHPopmauna, pasmeLleHHana B MHTEPHETE, MOKET cepbe3HbiM 0H6pasom
OTPa3nTbCA Ha TBOEN peasibHOM KU3HU. "'LUndposaa penytauma" - sTo TBOM MMUOXK, KOTOPbIN
dopmmpyetca n3 nHpopmauum o Tebe B MHTEpHETE.

TBOE MeCTO KuTenbcTBa, y4debbl, TBOE GMHAHCOBOE MONOXKEHME, OCOHBEHHOCTH
XapaKTepa 1 pacckasbl 0 6N3KNX - BCE 3TO HAKAMN/IMBAETCA B CETU.

MHorme noAapoCTKM NIEFKOMbBICIEHHO OTHOCATCA K NybaMKaumMm nnyHom nHdopmaumm B
NHTepHeTe, He NOHUMAA BO3MOXHbIX NOCNeACTBUN. Tbl JaXKe HE CMOXKeLb A0raAaTbCA O TOM,
yto ¢doTorpaduma, pasmeleHHas 5 neT Haszagd, CTasa NPUYMHOM OTKa3a MPUHATL Tebsa Ha
paboTy.

KommeHTapuu, pasmeweHune TBoux ¢oTorpadum u apyrme AEeUCTBUA MOTYT He
MCYE3HYTb Aa)Ke Nocie TOro, Kak Tbl MX yAanuwb. Tbl HE 3HaeWwb, KTO COXPaHWUA 3Ty
nHpopmaumio, Nonasa M OHa B NOMCKOBbIE CUCTEMbI M COXPAHMAACh /IN OHA, @ FNaBHOE: YTO
nogymatot o Tebe OKpyKatowme Noan, KOTopble HANAYT M yBUMAAT 3T0. Hatn nHpopmaumio
MHOFO NeT CnycTA CMOXeT Ntboi - Kak n3s gobpbix NobyxKAeHW, Tak U C HaMepeHnem
NPUYNHAUTL Bpes,. ITO MOXKET ObITb KTO YrogHO.

OcHoBHbIe coBeTbl Mo 3awuTe LMdpoBoit penyTauuu:

1. Noayman, npexae vyem 4To-TO Ny6/MKOBaATb M NepepaBatb y ceba B 6aore uam B
COUMaANbHOMN CceTu;

2. B HacTpoiKkax npodunsa ycTaHOBM OrpaHMYEHUs Ha NMPOCMOTP TBOero npopuas m ero
COAEPKMMOro, caenan ero Tonbko "ana gpysen”;

3. He pa3mewan n He yKasbiBal MHPOPMALMIO, KOTOPaAA MOXKeT Koro-nmbo ockopbnatb
nnm ob6MKaTb.



ABTOpCKOE npaso

CoBpeMeHHble LWKONbHUKM - aKTUBHble NO/Mb30BaTenu LMPPOBOro NPOCTPaHCTBA.
OpaHaKo ganeKko He BCe 3HAOT, YTO NOb30BaHME MHOTMMM BO3MOXKHOCTAMM LMEPOBOro Mmpa
TpebyeT cobatoaeHMA NpPaB Ha MHTENIEKTYa/IbHYH0 COBCTBEHHOCTbD.

TepMmuH "MHTeNNekTyasbHaa COOGCTBEHHOCTb"' OTHOCUTCA K Pa3/IMYHbIM TBOPEHUAM
YeNOBEYECKOr0 yMa, HauMHAs C HOBbIX W306peTeHMt W 3HAKOB, 06O03HayaroWMX
COBCTBEHHOCTb Ha MNPOAYKTbl M YCAYrKM, W 3aKaHuYMBaA KHUramu, doTorpadpuamu,
KMHODUIbMaMM U My3blKaZibHbIMU NPOUN3BELEHNAMM.

ABTOpPCKME NpaBa - 3TO NpPaBa Ha UHTENIEKTYaIbHYO COBCTBEHHOCTb Ha NPOU3BeAEHUA
HayKW, TNTepaTypbl N UCKyCCTBA. ABTOPCKME NpaBa BbICTYNatOT B KAYeCTBe rapaHTUM TOro, YTo
MHTENNEKTYabHbIN/TBOPYECKUIA TPy aBTOpa He ByAeT HanpacHbIM, 4acT eMy crnpaBeanBble
BO3MOHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro TPyAa, NOy4YnUTb U3BECTHOCTb M NPU3HAHME.
Hukto 6e3 paspeweHna aBTOpa HE MOMKeT BOCNPOM3BOAUTbL €ro npousBeaeHue,
pacnpocTpaHaTb, Ny6AMYHO [AEMOHCTPMPOBATb, NPOAABaTb, WMMMOPTMPOBATb, MYCKaTb B
NpoKaT, Ny6IMYHO UCMONHATb, MOKa3biBaTb/UCNOMHATL B 3¢UpPe UK pa3mellaTb B UHTepHeTe.
Mcnonb3oBaHue "nupatckoro" nporpammHoro obecneyeHMAa MOMKET MPUBECTU K MHOMMM
PUCKaM: OT MOTEPM AaHHbIX K TBOMM aKKayHTam A0 6/10KMPOBKM TBOEro YCTPOMCTBA, rae
YyCTaHOB/IEHA He/serasbHaA nporpamma. He cTtouT TakXke 3abbiBaTb, 4YTO CyLLECTBYIOT
NneranbHble 1 6ecnnaTHble NPOrpPaMMbl, KOTOPbIE MOXKHO HANTK B CETH.

O noprtane

CeTeBUYOK.pO - TBOW MNMABHbLIN COBETUYUK B CETU. 34EChb Tbl MOXKELLb Y3HaTb 0O He30nacHOCTM B
CEeTU MOHATHbIM M AOCTYNHbIM A3bIKOM, @ MPU BO3HMKHOBEHUWU KPUTUYECKOM CUTyaLuM
06paTUTbCA 3a COBETOM. A TaKXe NMPUHATb y4acTMe B KOHKypcax M CTaTb CamMbiM LMPPOBbIM
rpakaaHnHom!



